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July 18, 2017 

 

Via E-Mail (consumer@iowa.gov) 

Consumer Protection Division 
Security Breach Notifications 
Office of the Attorney General of Iowa 
1305 E. Walnut Street 
Des Moines, Iowa 50319-0106 

 Re: Legal Notice of Information Security Incident 

Dear Sirs or Madams: 

I write on behalf of my client, Keller Williams Realty Inc. (“Keller Williams”), to inform you of a 
potential security incident that may have affected the personal information of 735 Iowa 
residents. Keller Williams is notifying potentially affected individuals and outlining some steps 
they may take to help protect themselves. 

Keller Williams learned on June 25, 2017, that an unauthorized individual was able to gain 
access to certain portions of its network and, based on the information currently available, it 
appears that the unauthorized individual had the ability to access certain employee files 
between May 6 and May 10, 2017.  The information contained in client files includes name, 
address, Social Security number and in some cases Keller Williams username and password. 
Note that this incident did not affect any information relating to Keller Williams customers. 

Keller Williams takes the privacy of personal information very seriously, and deeply regrets that 
this incident occurred. Keller Williams took steps to address and contain this incident promptly 
after it was discovered, including engaging an independent forensic firm to assist in its 
investigation and response to this incident and forcing a reset of all Keller Williams credentials. 
Keller Williams is currently working with the forensic firm and security consultants to reconfigure 
various components of its systems designed to help prevent unauthorized access in the future 
and to enhance the security of its systems. In addition, Keller Williams has contacted law 
enforcement and will continue to cooperate in their investigation of this incident. 
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